From: All Faculty and Staff <ARCHNEWSFACSTAFF@LISTSERV.UGA.EDU> on behalf of
ArchNews <archnews@UGA.EDU>

Sent: Monday, August 01, 2011 3:39 PM
To: ARCHNEWSFACSTAFF@LISTSERV.UGA.EDU
Subject: Phishing scam warning

To: UGA Faculty and Staff
From: EITS Office of Information Security

If you receive an email with the subject line: “Warning!!! Your Email Account Quota Exceeded...” that requests that you
email your web-mail username and password, date of birth, and Name of Owner, be advised that this is yet one more in
a long line of email ("phishing") scams.

The email will likely list the sender as “webmaster@admin.edu” and the body of the email claim that multiple
computers have logged in to your account which is causing login failures. It may imply that your account has been
specially selected for review and that your failure to respond will cause you to lose your email account.

If you receive this email, do not reply: delete the email immediately.
The EITS Help Desk will never ask you to include your UGAMail password directly in an email response.

To help us educate UGA email users on the dangers of phishing scams, and how to recognize them, please share the
following Web site with your friends and co-workers:

https://infosec.uga.edu/phishing




